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[TTITITIT] - Modern Security Protection Guide - Arch Linux Studio

[ArchLinuxStudio[ITMMMZ 011

[Luterngun 1]

Zebra Crossing: an easy-to-use digital safety checklist[TTTTTITIT]I
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(Jason Li [T]

Privacy Tools[TTTITITIITII
[
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Privacy Guides[TTTTITIT]I

[Privacy Guides Team [T]

quin

[Peng Zhong [T]

The Hitchhiker’s Guide to Online Anonymity[TTTTTTTTIT]

[Alex Anderson [T]


https://archlinuxstudio.github.io/ModernSecurityProtectionGuide/#/
https://t.me/FSF_Ministry_of_Truth
https://reconsidera.github.io/zh/
https://github.com/Luterngun
https://zebracrossing.narwhalacademy.org/
https://github.com/adrawerofthings
https://www.privacytools.io/
https://privacytools.twngo.xyz/
https://cybermagicsec.github.io/privacytools-zh/
https://www.privacyguides.org/
https://discuss.privacyguides.net/g/team
https://prism-break.org/zh-CN/
https://nylira.com/
https://anonymousplanet.org/
https://github.com/NobodySpecial256

TECH SAVIOURSTIITIT]

[0

digital-rights

[atgfw 1]

personal-security-checklistTTTTTTTTITITIITI

[Lissy93 [T]


https://wiki.techsaviours.org/en/wiki
https://fosstodon.org/@techsaviours
https://gitlab.com/mdrights/digital-rights
https://gitlab.com/mdrights
https://github.com/Lissy93/personal-security-checklist
https://github.com/Lissy93
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Some Weirdos Shit

(1T hackers DT PHP DT Torfii2pYggdrasil [IT] Routing networks [TTTTITI

‘ Cloudflare —— The Great Cloud Wall

Online Spyware Watchdog
Repo

Dig Deeper

Kill -9

Repo (Not Official)

Shadow Wiki

PrivacyDev

TheFrenchGhosty’s Wiki
Repo

< . . . |
BlackGNU

Repo

The Privacy Raccoon - Digital Self-defense against mass surveillance

Repo


https://spyware.neocities.org/
https://codeberg.org/shadow/SpywareWatchdog
https://digdeeper.neocities.org/
https://archive.is/kill-9.xyz
https://github.com/amenpunk/kill9
https://m.13f0.net/shadow_wiki/
https://privacydev.net/
https://wiki.thefrenchghosty.me/#privacy-guide
https://github.com/TheFrenchGhosty/wiki.thefrenchghosty.me
https://web.archive.org/web/20220831094846/https://blackgnu.net/
https://codeberg.org/werwolf/blog
https://privacy.awiki.org/
https://codeberg.org/ThePrivacyRaccoon/website
https://framagit.org/dCF/deCloudflare/-/blob/master/readme/zh.md
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https://en.wikipedia.org/wiki/Self-hosting_(web_services)
https://wiki.r-selfhosted.com/learn/common-terms-and-concepts/
https://wiki.r-selfhosted.com/learn/common-terms-and-concepts/
https://www.gnu.org/philosophy/who-does-that-server-really-serve.html
https://codeberg.org/TheCoffeMaker/shm
https://wiki.qunn.eu/books/1534b
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o SSH [T]
o Bash[IIT] Shell[]
o GNU Readline[ITTIIII]Shell [JCLI [IT]
o man[II]] malRERM[]
o [IITIGNU nano/Vim/...[]
e GNU/Linux, BSD [ITITI1TI
o [MITTITTTIIITTTIII
o FHS[ITTITIIITT]
o [T
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e [TTTITITITT] - the missing semester of your cs education (missing-semester-cn.github.io)

o Compare Prices of All Top-Level Domains | TLD-List

e WHO.CX
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https://jyywiki.cn/
https://missing-semester-cn.github.io/
https://www.w3school.com.cn/hosting/index.asp
https://tld-list.com/
https://who.cx/
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‘ [ITTT] PaaS I

‘
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. [IIITDocker(]
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e FreedomBox

44 FreedomBox [IT] Debian [TTITIIIIIIIIIII] FreedomBox [TTIITIFreedomBox [] 2010 [TTTITIT1

[Wikipedia

[I1] DebigrFgétambox (1] Deb@@bianWiki [[TII1]

e YunoHost


https://www.freedombox.org/
https://en.wikipedia.org/wiki/FreedomBox
https://wiki.debian.org/FreedomBox
https://yunohost.org/

YunoHost [TT] Debian GNU/Linux [TTTTTTITIITTIITIIITIIIIIIT

[Wikipedia

[IITTITITTTITYunoHost [T1T]

e Sandstorm

e [Belf-hosting Solutions - awesome-selfhosted [T1T] Docker [TT1T]

(1]

[IITTTIDocker/Podman[IITIT]
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[L11]
[ITTTIDocker Swarm/K8s/K3s[ TTTTTTTITTIII T I T TIITIITIIT IO

1. Docker Swarm Rocks

2. K3S Rocks
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[Belf-hosting Solutions - awesome-selfhosted [TT] Docker [TT1T]

MU Tover-engineered[]

Ansible

Ansible (software) - Wikipedia


https://fr.wikipedia.org/wiki/YunoHost
https://client.sspai.com/prime/story/yunohost-tutorial
https://sandstorm.org/
https://awesome-selfhosted.net/tags/self-hosting-solutions.html
https://dockerswarm.rocks/
https://k3s.rocks/
https://awesome-selfhosted.net/tags/self-hosting-solutions.html
https://en.wikipedia.org/wiki/Ansible_(software)
https://en.wikipedia.org/wiki/Infrastructure_as_code

(I YAML 011 Shell scripts T T T T ITT]
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Self-hosting Solutions - awesome-selfhosted [TT] Ansible [TT1T]

HomelabOS [] Ansible [T] Docker

DebOps - Your Debian-based data center in a box
Code Forges (GitHub/GitLab/Codeberg/...) [TII11] Ansible Playbooks/Roles [TTTTIIII] infrastructur

NixOS/GNU Guix
ARRNRNANANANANANANIN
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Code Forges (GitHub/GitLab/Codeberg/...) [TTT1T] NixOS/GNU Guix [TITIIIIIIT] infrastructure[ITTT] Nix
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[(IITTZabbix/Grafana/Uptime-kuma


https://awesome-selfhosted.net/tags/self-hosting-solutions.html
https://homelabos.com/
https://debops.org/
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deb-based: UnattendedUpgrades

rom-based: DNF Automatic

Arch: just no

Docker

Podman [auto-update

Watchtower - A container-based solution for automating Docker container base image updates.
Diun - Receive notifications when an image is updated on a Docker registry

mag37/dockcheck: CLI tool to automate docker image updates. No pre-pull, selective, notify, prune.

(github.com)

(1]

crontab + shell scripts or whatever

1]

T T T
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https://wiki.debian.org/UnattendedUpgrades
https://dnf.readthedocs.io/en/latest/automatic.html
https://containrrr.dev/watchtower/
https://crazymax.dev/diun/
https://github.com/mag37/dockcheck
https://github.com/mag37/dockcheck
https://docs.podman.io/en/latest/markdown/podman-auto-update.1.html

backupninja

offen/docker-volume-backup: Backup Docker volumes locally or to any S3, WebDAYV, Azure Blob

Storage, Dropbox or SSH compatible storage (github.com)

(1]
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e SSO

o LDAP

o SAML
OAuth
OpenID

o

o

[T

e authentik
e Authelia

e Keycloak

Wiki
r/SelfHosted Wiki
r/homelab Wiki

The Homelab Wiki


https://0xacab.org/liberate/backupninja
https://github.com/offen/docker-volume-backup
https://github.com/offen/docker-volume-backup
https://goauthentik.io/
https://www.authelia.com/
https://www.keycloak.org/
https://wiki.r-selfhosted.com/
https://libreddit.qunn.eu/r/homelab/wiki/
https://thehomelab.wiki/

awesome-selfhosted

(LTI

selfhosted-music-overview

LandChad.net

Luke Smith [TT1T]

Comfy.Guide

Denshi [TT1T]

Thomas Nagy / Freedom fighters - GitLab

secuchart [TTTITIT]

[

selfh.st - Self-hosted content and software

(LTI

Q2B BEIf{HIDEE|User Survey Results (selfh.st)

[ITblog

[IIIT1T0 Docker T



https://awesome-selfhosted.net/
https://github.com/basings/selfhosted-music-overview
https://landchad.net/
https://lukesmith.xyz/
https://comfy.guide/
https://denshi.org/
https://gitlab.com/bkil/freedom-fighters
https://gitlab.com/bkil/secuchart
https://selfh.st/
https://selfh.st/survey/2023-results/
https://laosu.tech/

Reddit

e r/selfhosted

e r’/homelab

Lemmy

e Iselfhost@lemmy.ml

e !selfhosted@lemmy.world

Kbin

e /c/SelfHosting

e /m/selfhosted


https://libreddit.qunn.eu/r/selfhosted
https://libreddit.qunn.eu/r/homelab
https://lemmy.ml/c/selfhost
https://lemmy.world/c/selfhosted
https://kbin.social/c/SelfHosting
https://kbin.social/m/selfhosted
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‘ [IITTITIssues[PRS[TTITTTT]
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[ITITITT

e Awesome Humane Tech [archieved] - [T11]

e Awesome-Selfhosted - [IT]

[T

Awesome Privacy - [T]

[LIT]

[TREADME[TTT]



https://github.com/icopy-site/awesome-cn
https://github.com/icopy-site/awesome
https://github.com/humanetech-community/awesome-humane-tech
https://github.com/awesome-selfhosted/awesome-selfhosted
https://github.com/pluja/awesome-privacy
https://awesome-privacy.xyz/
https://awesome-privacy.xyz/#/?id=disclaimer
https://github.com/Lissy93/personal-security-checklist/blob/main/README.md#contents
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switching.software

Fedi.life

Framasoft[JTTITHT]

Framasoft[JTTTTHT]


https://switching.software/
https://fedi.life/
https://degooglisons-internet.org/en/alternatives/
https://framalibre.org/
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[LIT]

SecuChart - secure messenger feature comparison

[LITITTITIT]

FREE (LIBRE) MESSENGERS

[Mé$senger comparisons I TTTTTIMITT]

(111

TBD


https://bkil.gitlab.io/secuchart/
https://www.freie-messenger.de/en/
https://www.freie-messenger.de/en/systemvergleich/externe_vergleiche/

(1]

LTI

[LIT]

Free Software Webmail Systems

Email server security list

da T T I T I T T T LT T

IM (XMPP/Matrix)
XMPP Providers

44 [T1 XMPP [TTT1110
T XMPP [T

Public Matrix Homeserver List

SNS (Fediverse|[I11))

(10


https://www.fsf.org/resources/webmail-systems
https://dismail.de/serverlist.html
https://providers.xmpp.net/
https://servers.joinmatrix.org/
https://wiki.qunn.eu/books/9a115/page/9b861
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Alternative [I]
Alternative Frontends

([0 (I Tweb(T]
alternative-front-ends
(IIIIIIIIIYouTube[TwitterTITITIIII

Alternative Internet
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Farside
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Frontend and other services instances list

(LTI

Public Send instances

[MSendITIT]

nitter-instances

Nitter[TTTTTITIT]


https://github.com/digitalblossom/alternative-frontends
https://github.com/mendel5/alternative-front-ends
https://github.com/redecentralize/alternative-internet
https://github.com/benbusby/farside
https://github.com/NoPlagiarism/frontend-instances-list
https://github.com/timvisee/send-instances
https://github.com/qallen028/nitter-instances

searx-instances-uptime/searx-instances-uptime

Searx/SearxNGITIIIIII

librex-instances-upptime

Libre X TITITTITT]

whoogle-instances-upptime

Whoogle[TTTTTTTIT]

invidious-instances-upptime

Invidious[TTTIITIIT]

piped-uptime

Piped[TTITIITIT]

decentral_services

OO T T

Privacy Redirector

[T TITTITTITT userscript [TTT1T]

Privacy Redirect

[T witter[lYouTube[nstagram T TITTTTITTITITIIT]

LibRedirect
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https://github.com/tiekoettercom/searx-instances-uptime
https://github.com/searxng/searx-instances-uptime
https://github.com/gitetsu/librex-instances-upptime
https://github.com/gitetsu/whoogle-instances-upptime
https://github.com/gitetsu/invidious-instances-upptime
https://github.com/TeamPiped/piped-uptime
https://git.byzoni.org/byzoni/decentral_services
https://github.com/dybdeskarphet/privacy-redirector
https://github.com/SimonBrazell/privacy-redirect
https://github.com/libredirect/libredirect
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[TTTITITFediverse[]]

[T1T] AbBedliverse - Fediverse.Party [I1]

a4 [T 00 ™+
T T T T T T

Fediverse[TITITITTTFacebook[TwitterfinstagramPinterest TTTTTTTTTITITTTTTITTTTITITITIT]

[ITIT]

o fedi.tips

e joinfediverse.wiki
o fediverse.space
o fediverse.info

e [I10

[LTTTITT]

(LTI

e nodes.fediverse.party
o fedidb.org

« fediverse.observer

¢ the-federation.info

o fediverse.to

o fedi.directory

e instances.social

o fediverse.space

[T


https://fediverse.party/en/fediverse/
https://fedi.tips/
https://joinfediverse.wiki/
https://fediverse.space/
https://fediverse.info/
https://en.wikipedia.org/wiki/Fediverse
https://nodes.fediverse.party/
https://fedidb.org/
https://fediverse.observer/
https://the-federation.info/
https://fediverse.to/
https://fedi.directory/
https://instances.social/
https://fediverse.space/

Delightful lists [T]

e delightful activitypub development
e delightful fediverse apps

o delightful fediverse clients

Awesome lists [T]

e Awesome Fediverse

1111

e [ITIITIITITIRSSO


https://delightful.club/
https://delightful.club/delightful-activitypub-development/
https://delightful.club/delightful-fediverse-apps/
https://delightful.club/delightful-fediverse-clients/
https://awesome.re/
https://github.com/emilebosch/awesome-fediverse
https://hyperborea.org/tech-tips/fediverse-feeds/
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Recopilatorio de Software Libre

Conectalibre

Cuatrolibertades

Hacktivista


https://recopilatorio.weblibre.org/
https://geoma.casa/
https://jornadas.cuatrolibertades.org/
https://hacktivista.org/

